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Ransomware guide.

Ransomware attacks have become common place in our soc:lety,
where a new attack is reported almost daily.
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In late 2020, SolarWinds had been infiltrated
by malicious hackers through the supply
chain of the company. It was a complex
cyber-attack with the fallout still been seen.
SolarWinds was a trusted company providing
software to many high-level organisations.
Every time customers downloaded the
undetected compromised packages from
SolarWinds, the attackers were able to
access the systems running the SolarWinds
products (Center for Internet Security, 2021).

More recently, the Scottish Environmental Agency (SEPA)
have been targeted by a ransomware attack which affected
its internal systems, processes, and internal communications
as well as its contact centre operations. Data including
personal information from staff was also stolen. SEPA has
stated that the recovery from this will take some time and
will be looking at acquiring an entirely new system to put
into the organisation (TechHQ, 2021) .

From paralysing businesses to compromising national
networks, there are no industries that are immune from

ransomware attacks.

Attacks on government organisations, businesses, and now
remote workers, shows why cyber security must be a key
consideration for any organisation to function securely

in the digital world. As the possibility of falling victim

to a cyber-attack grows, so does the risk of losing

business and suffering reputational damage.

Ransomware myths, true or false.

Ransomware can’t infect my devices,
| have a firewall.

False. whilst having a firewall is advisable, it is not
uncommon for forms of ransomware to infect users by passing
themselves off as legit items. These items most commonly
tend to be attached to seemingly innocent documents emailed
to users. These types of malware are known as Trojans,
named after the famous Greek story, “The Trojan Horse”.

| am better off paying the ransom.

False. No matter how much the ransom may be, there
can be no certainty that you will regain access to your
device, or any guarantee the ransomware itself will actually
remove itself from your device. It may hide itself and return
at a later date. Clean, updated backups of any affected
systems should be held in secure, separate locations outside
of the internet to allow for the rebuilding of a broken system.
(What is Ransomware?, 2021)

My data encrypted and is irretrievable.

False. (In some circumstances). After disconnecting the
device from the network, Cyber forensic specialists and
malware researchers work in conjunction to analyse the
ransomware for its cryptographic keys through technical
means such as deep packet inspections. This involves
looking at packets sent through the network, and its
sometimes possible to retrieve the keys from these packets.
In some cases, it is possible for these keys to be extracted
and used to reverse the encryption process. It is therefore
important that organisations should make the NCSC aware
of major incidents involving malware as it may be possible
to retrieve encrypted data.
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“I've been infected but | have recent
backups. If | restore these...”

or

“I've been infected however | was able
to restore from new backups...”

... am | safe from further infection?

False. Unfortunately, some ransomware payloads are
like timebombs. They have been sitting dormant since they
were first downloaded and have been waiting for certain
conditions to occur before executing. When restoring/
creating backups it is important these are scanned to make
sure they are clean from any possible infection.

| followed a suspicious link to a website,
have | downloaded malware?

False, in most cases. However, if something has been
downloaded it is important to run an antivirus scan and
delete the untrusted file. Most types of virus rely on a
payload being executed by a series of events. Firewalls
can help block remote signals to the payload to prevent
execution. It is always possible to remove malware before
it has a chance to execute by keeping anti-virus software
up to date, allowing it quarantine and remove any
discovered threats.
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Who can help me deal with Ransomware?

Ransomware infection is a serious concern for businesses
and organisations alike. The SBRC is on hand to help you
deal with it through the incident response service. The SBRC
is in partnership with the Scottish Government and Police
Scotland and has created a cyber response helpline for
SME’s and third sector to help support victims of cybercrime.
The free helpline can identify if an attack has taken place
and will offer expert guidance to alleviate the problem.

Any organisation that is concerned about having the right
security processes in place can also use this helpline.

01786 437 472

Our newly appointed Cyber Incident and Response
Manager, Mark Cunningham-Dickie will act as your first
point of contact and will be on hand to help your business
get operating again. Find out more here

https://www.sbrcentre.co.uk/prevent-protect/cyber-services/

incident-response
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Useful Links

If you think you have been breached
SBRC provides an incident response service:

https://www.sbrcentre.co.uk/prevent-protect/cyber-services/

incident-response

If you want to learn about the SBRC
Exercise in a Box:

https://www.sbrcentre.co.uk/prevent-protect/cyber-services/

exercise-in-a-box
Other services provided by the SBRC:
https://www.sbrcentre.co.uk/prevent-protect/cyber-services

Police Scotland Advice on staying safe
from cybercrime:

https://www.scotland.police.uk/keep-safe/keep-secure-

online/cybercrime

No More Ransomware’s Crypto - Sherriff
https://www.nomoreransom.org/crypto-sheriff.php
Additional information for keeping safe on-line:
https://www.scotland.police.uk/keep-safe/keep-secure-online

For more information on ransomware
prevention advice:

https://www.nomoreransom.org/en/prevention-advice.html

Guidance from VISA on handling a security breach
with a view to press considerations:
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https://www.visa.com.my/dam/VCOM/global/support-legal/
documents/responding-to-a-data-breach.pdf

Guidance from the ICO on reporting an incident:

https://ico.org.uk/for-organisations/report-a-breach/
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